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BLUEFORCE EDGE

Autonomous mobile edge compute software for [oT
sensor and Al fusion

Increasingly sophisticated and pervasive loT sensor technology presents the opportunity for agencies and
organizations to extend their capabilities, share information horizontally, and swarm faster than their ad-
versaries, by communicating with and leveraging loT devices that are installed at fixed locations, carried,
mounted on manned and unmanned systems, or worn on the body. BlueforceEDGE is an autonomous loT
data fusion software platform and gateway that uses edge-based processing to accelerate recognitional
decision-making by fusing unattended sensors & devices, artificial intelligence (Al) & analytics, and for in-
teroperability with external data stores. BlueforceEDGE is built on a services oriented architecture and us-
es composable services which optimize forward sensor fusion providing automated cueing and higher
confidence of assessments than could be obtained from single sensor instances or modalities.

BlueforceEDGE Benefits...

» Rapid adaptation through a « Bidirectional chat interfaces for e Secure and autonomous pub-
documented BlueforceEDGE authentication and control of lish/subscribe interfaces for
Plugin APl and SDK autonomous endpoints rapid swarming

e Interprocess messaging in- o Native REST/JSON interfaces e Plugins may be configured for
terface for plugin-to-plugin exposed through an API for lis- use as sensor ingest/query, self
communications for speedy tener and publisher interfaces in -contained services, and/or in-
sensor cueing BlueforceEDGE plugins teroperable data streams
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Events log (errors, warnings, messages)

Date and Time = Description
O SN2 EIRDAM KPP i for endpeint “bd01.eng: m” has received 3 new message from a b0 senvices@blueforcedemo.com: *<2eml version="1.0" encoding= "utf-8"7» <bf.x...
O 9/17/2022 63540 AM  XMPP b for endpeint “bd01 ices@bluef, " sent & new mestage to “bd0l.engerman@blueforcedema.com™ Subject:™, Meszage:"< tuml version="1.07 encoding="utf-&...
O 91772022 6:35:40 AM XMPP communicator for endpoint “bd01.senvices@blueforcedemo.com” sent a new message to “bd01.drone@blueforcedemo.com”: Subject™, Message"< hml version="1.0" encoding="utf-82> ..
O 517202263540 AM  XMPP i for endpeint “bd01.d) o has received a new from » bal.services@blueforced, ;"< el version="1.0" encoding="utf-5"7> <bfapres ..
D 91772022 63540 AM  XMPP communicater for endpoint *bd01.breacher@blueforcedema.com” has recerved & new message from a b0l senvices@blueforcedemo.com: “< fiml versions "1.07 encoding="utf-8"> <bfapr...

O 5N7/2022 63540 AM XMPP communicator for endpeint “bd01 senvices@blueforcedeme.com” sent a new message to “bdd0.command | @blueforcedemo.com™ Subject™, Message: "< uml version="1.0" encoding="utf...

O 917/2022 63540 AM XMPP i for endpoint “bd01 ices@blueforced " sent a new message to “badl.breacher@blueforcedemo.com™: Subject:™, Message:™ < el version="1.0" encoding="utf-8"...
O 5172022 63540 AM  XMPP communicator fer endpoint “bd01 Sbluet " has ved a new message from & b0l IS blueforcedemo.com: < Taml versions 107 encoding= "wtf-8°7> < b xpres vers...
O 9172022 &AM XMPP communicater for endpeint “wg.sens m” senk & essage to "scott di " Subject:™", Message:"< 2l version="10" encoding="utf-8"7> <b...
O 9172022 63540 AM XMPP communicater fer endpeint “ba01 kS0 blusferced " sent & new “bdi. icesBhluef, -] " Subject:™, Message:™< bl version="1.0" encoding = "utf-&"7> <bf...
O 91772022 63540 AM XMPP communicator for endpoint “bd01 1 " has ived 2 new message from 2 badl.drone@blueforcedermno.com: "< humll version="1.0" encoding="utf-5"7> <bfxpres .
O 91772022 63540 A XMPP i fior endpoint “bd01.di em” sent a new message to “bd0 services @blueforcedemo.com™: Subject™, Message™<Tuml version="10" encoding="utf-8"7>..,

O 172022 63540 AM  XMPP icator for endpoint “bd01 4 " sent 2 new ge to "bd00. 1@ bluef : Subjact™", Message:"< Bl version="1.0" encoding="utf-8"> .
@ 51772022 63540 AM XMPP communicator for endpoint “bd01. om” sent a new g h com™: Subject:™, Message:™<?uml version="1.0" encoding="utf-&7...
O 912 EINAM  XMPP jicator for endpoint “Bd01.d om” sent a new message to "bdd).command] @blueforcedemo.com™ Subject™, Message:"<Tuml version="1.0" encoding="utf-E...
D 9172022 63539 AM  XMPP communicater for endpoint *bd01 showsenices@blueforcedemo.com” sent a new message to “bddd.command] @bluefercedema.com™ Subject™, Message:"< toml versions"1.0" encoding...

O 5172022 63533 AM  XMPP communicator for endpeint "bd01 " senta sage to “bd0). om”; Subject:™, Message:™<huml version="1.0" encoding="...
O 9172022 63524 AM XMPP i for endpoint “bd01 ices@blueforceds " has received & new miessage frem s ball.engerman@blueforcedema.com: “< Joml version="1.0" encoding= "utf-8"7> <bix...

O SN7/20226:3524AM  XMPP communicator for endpoint "bd01.engemman@blueforcedemo.com” sent & new message to "bd0lsenices@blueforcedemo.com™ Subject™, Message:™< ml version="1.0" encoding="utf-E...

O 9NTN2EIFAM XMPP communicater for endpoint “bd01.engerman@blueforcedemc.com” sent 2 new message te “bdl0.command] Sblueforcedeme.com™ Subject:™, Message:™< fxml version="1.0" encoding="..

b TP FA2L AM MPR communicater for endnsint “hallenasman@hlisforcedemn.cam® sent a new mescanes to "hdllsenicec@hlisforcedeme.com™ Suhiert™ Meccans:”<foml versinnz" 10" sncodinnz"utff., ¥
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BlueforceEDGE: Multi-Sensor Fusion, Cueing, and Orchestration
Supporting 400+ sensors and Al from 125+ manufacturers with an open API/SDK

Sensor Fusion Sensor Cueing Autonomous Orchestration
Blueforce eliminates silos of sensor Blueforce enables sensors from Once a threat or opportunity is
and IoT data, enabling sense-making different manufacturers to “instruct” “recognized” Blueforce can coordi-
by leveraging multiple sensors for each other to performs actions that nate action to include workflows,
recognitional support. lead to better and faster outcomes. messaging, and content triggering.

FIPS 140-2 Security Rapid Adaptation Sustainable and Future Proof
Information security at rest and in BlueforceEDGE provides a “future- Blueforce builds software for sustain-
transit using military grade FIPS 140-2 proof” plugin platform for sharing of ability. Contemporary development
certified cryptography for authentica- sensors, information services, and bi- practices, one code base, and a sup-

tion and encryption. directional data streams. port organization to back it up.

I'I“e'“rce To learn more and request a demo visit:
‘ l www.blueforcedev.com



